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Table of Contents

I 1 L= Lo [T PP P ST PU PR OTRT 3
1.1 Module 2B: Broker Portal Training........ccccuuiiiiieeei ettt e e e e e e e e e ecenvrrre e e e s e e e e s esesnnraseeeeeeaeeeeessnnnsnns 3

2. Broker AcCount FUNCHONAIILY ...uvvviiiieiei et re e e e e e e e e e e s e arreeeeeeaeeseeennnnnnns 4
2.1 Broker Account FUNCHONAIILY .....uuviiiiieieecc e e e e e e e e e e e e b e e e e e e e aeeeean 4
2.2 Broker Account Dashboard...........cooeiiiiiiii e e 4
2.3 INAIVIAUAIS TAD c..eeieeee ettt et e st e e s e s ar e e e s bt e e s et e e eabe e e sare e e snreeesreeea 5
2.4 ACEIVE INAIVIAUAIS. ..ttt ettt et e e st e s ab e e e s b e e e s ab e e e sareeesabeeesnreeesareeenns 5
2.5 Active Individuals: Client Details......c..eeiireiiiieieiiie et 6
2.6 YOUI BOOK Of BUSINESS. ... .eiiiiiieiiiieeiitieesiteessiteeestee ettt e s st e e st e s asreeesabeessmreeesabeeesnseesanreeesaneeesnreeesaneeenn 6
AV AV [ oY q o' F=Yu o) o TR =1 o SRR 7
R V=L o 1o (o] o g -1 u o] o [ EURRTR 7
2.9 MY PPOFIL@ ..ottt e e et e e e et b e e e e e e abe e e e e e abbaeeeeaaabaeeeeaaraeeaeeentreeeeennras 8
B (O Y ol =] SRR 8
2.10 CertifiCation STATUS ...ccecueieiiiieeiiee ettt ettt e et e e st e st e e s bt e e s mre e e sabeeesnreeesabeeesabeeeanreeesareeenns 9

3. Search for EXisting/Add NEW CONSUMENS .........eeeiiveeeereeeetreeeeteeeeteeeereeeereeeesesesseeessesessesesseeesnsesesasees 9
3.1 Search for EXisting/Add NeW CONSUMELS .......cccevueeiiireeeereeeeteeeeireeeereeeeseeeseseeessesesssesesiseeesssesessseeesns 9
3.2 Search for Existing/Add NeW CONSUMETS .......cceeveeiiieeeeereeeereeeeiteeeeveeeeteeeesseeessesessesesseeesssesesnsees 10
3.3 Search for EXisting/Add NeW CONSUMETS .......ccceveeiieeeeereeeereeeeiteeeeveeeetteeeereeessesessesesseeesssesesssees 10
3.4 Search for EXisting/Add NeW CONSUMETS .......ccceveeiiieeeeereeeereeeeiteeeeireeeetreeeereeessesessesesseeesssesessees 11
3.5 Search for EXisting/Add NeW CONSUMETS .......ccceveeiiieeeeereeeetreeeeiteeeereeeesteeesreeeesesessesesseeesssesesssees 11
3.6 Search for Existing/Add NeW CONSUMETS .......ccceveeiieeeeereeeetreeeeiteeeereeeetreeeereeessesessesesseeesssesessees 12
3.7 Search for EXisting/Add NeW CONSUMETS .......ccceveeeieeeeereeeereeeeiteeeereeeetteeeereeesssesessesesseeesssesesssees 12
3.8 Search for Existing/Add NeW CONSUMETS .......ccceveeiiieeeeereeeereeeeiteeeereeeesreeeeireeesresessesesseeesssesessees 13
3.9 Pending Delegation REQUESES .........uuiiiiiiieeei ettt e e e e e e e eeccaarreee e e e e e e e e s e eanataaaeeeeaaeesseessnssnraneeees 13
3.10 Avoiding Duplicate ENFOIIMENTS.......eeieiiie ittt r e e e e e e e e e e nenaeeaeeeas 14

4. Account & Book Of BUSINESS TranSfers. ......uieiiueiiiiiee ettt s e e e e 14

Published by Articulate® Storyline www.articulate.com



4.1 Account & BOOK Of BUSINESS TraNSTOIS....uuniiiiiiiiei ittt ettt e e et e e e e e e e e s s enbaaeeees 14

4.2 OVEIVIEW ...eeeieieee ittt ee e ettt e e e ettt e e e sttt e e s et e e e e s e st et e e e samre e e e e s amsee e e e s aase e e e e s smreeeessanreneessanseneeesaanneneessanne 15
4.3 Changing Agencies: EXiStING ACCOUNTS .. .uuiiiiii ittt e e e e e e e e ee e rrae e e e e e e e e e e e e e nnnenns 15
4.4 Broker and Book of Business Transfer ReqUEeSst FOIM ......ccuiiiii ittt e e e 16
4.5 STArtiNg @ NEW ABENCY ..uuuuuuuuuiiiiiieiieee et et e e e e et ee et e ee e ettt e teeateterer—————————aaaaasaesaaaaaaeeeeeeeeerereemeesmssssnsnsnnnnnn 16
R I = [ n T = TN\ LNV A (=T ooy 17
oy A [ Y oo o =Y ol 2 (=T o1 g Yo F=T 3O PUERRRRt 17
. Customer “Get Free Help” SEAIC ..o ettt e e e e e e e e s e st re e e e e eaeeeeeeeannnnnes 18
5.1 Customer “Get Free Help” SEArCh ...t e e e e e e e e e e e 18
5.2 Customer “Get Free Help” SEArCH ...t e e e e e e e s 18
5.3 Customer “Get Free Help” SEArCh ...t e e e e e e eee s 19
5.4 Customer “Get Free Help” SEArCh ...t e e e e e e e e e 19
5.5 Customer “Get Free Help” SEArCH ...ttt e e e e e e e e e 20
6. TroubIeShOOTING ACCOUNT ISSUBS ....uviiiiiiieee e ettt e e e e e ee e e e e e e e e e e e e s aabteaaeeeeaeeeesessennssssaseaeaaaeeaenan 20
6.1 TroubleshOOotiNg ACCOUNT ISSUES .....uuviiiiiiee ettt e e e e e e e e e e e e re e e e e e e e e s e e eennnesreneeeeas 20
oI ST Y wn oY= o T Vo T o SRR 21
6.3 Multi-factor AUthentication (IMFA) .......o ittt et e e et e e e e eate e e e e e eabae e e e e nneeas 21
6.4 MFA First-time Setup: Mobile APp OPLION ......eeeiiiiiieeeeee e e 22
6.5 MFA First-time Setup: Mobile APp OPLION ......eeiiiiiieeeee e e 22
6.6 MFA First-time Setup: Mobile APp OPLION ......eeeiiiiieeeee e e 23
6.7 MFA First-time Setup: Browser EXtension OPtioNn .......coooviiiiiiiiiiiiiiierrreee e s e e e e e e e e e e e e ee e e e e eeeens 23
6.8 MFA First-time Setup: Browser EXtension OPtioN .......coooviiiiiiiiiiiiieierrrere e e e e e e e e e e e e e e e e e e eeeees 24
6.9 MFA First-time Setup: Browser EXtension OPtioNn .......ccoeviiiiiiiiiiiiieerrrree e e e e e e e e e e e e e ee e e e e eeeens 24
6.10 MFA First-time Setup: Browser EXtension OPtioNn ......ccoeiiiiiiiiiiiiiiiecrcee e e e e e e e e e e eeeeeeeens 25
6.11 MFA First-time Setup: Browser EXtension OPtioNn .......cooeiiiiiiiiiiiiiieccrere e e e e e e e eeeeeeeens 25
6.12 ACCOUNT ACCESS ISSUBS ..ceiiiriieeeiiiiiee e ettt e et e e s st e e e s st e e e s s e e e s s aane e e e s s eaneeeesesnreeeessanreneesennnenes 26
6.13 ACCOUNT ACCESS ISSUBS .ceiiiiiieeeiiiiiee e ettt e s et e e st e e e s st e e e s s r e e s s aane e e e s s saneeee s senreeeessanreneesennnenes 26

B 0 To Y 1o =TSSP P PR PR 27
T L UNGEA SHAG ..ttt et e st e e e s bt e e s sab e e e s neeessnbeeesareesanreeesareeas 27

Published by Articulate® Storyline www.articulate.com



1. Title Slide

1.1 Module 2B: Broker Portal Training

pennie

Module 2B: Broker Portal
Training
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2. Broker Account Functionality

2.1 Broker Account Functionality

pennie

‘ ‘ Broker Account Functionality

2.2 Broker Account Dashboard

Broker Account Dashboard ﬁ

The Broker Dashboard acts as the landing page when the you sign in to your account. Here, you can view a
recent snapshot of your enrollments, or navigate to one of the other tabs to take additional actions:

Homa 8  Induiduls * My information «

Dashboard

No new enroliments during this period

pennie
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2.3 Individuals Tab

Under the Individuals tab, you can respond to pending new business requests, access and manage your active
clients, export your Book of Business, and review inactive customers if necessary:

Home & Individuals ~ My Information =

Dashbo

Pending Requests
Active Individuals

Inactive Customers
Quick Linl

© Pending Individuals

& My Profile o

Total Enrollments in 2026
& My Delegation History

pennie

2.4 Active Individuals

By navigating to Active Individuals from the
Individuals drop-down, you can view all of the clients
for whom you are currently the appointed Agent of
Record, along with the current status of their account.

Clicking on the customer's name will open their Client

Serome

]

i
" Moy fo— ittt
Detalls page. 2 = e -
—
s
S 161w
!\m-...h-u Selectolonthispope D Enpart Bosk Of Business bncir -
b
A —g—-“_" - =
MmDioby Aophcaton Shn  Repert s Change X
Household Cose 10 PANGOOSIS3S gy Sohs  Digble ::-u
Select 2 Mace Acsions |
- [
LB .
pennie
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2.5 Active Individuals: Client Details

The Client Details page shows summaries of:

e

Mot o 5 MBS0

* The household account ooy
* Open application verifications/DMls
* The household members and their eligibility

* The active policy(ies)

Corverge Ovats (G028) 3023

. o Mgpirn
—h— Sotm— o e
oy

o Chuke Gl g O e

[

2.6 Your Book of Business

On the Active Individuals page, you have ability to export your Book of Business as an xIs or .csv file. The
report contains customer and plan information, along with the status of your customers' applications.

X
Export data
‘Showing 110f 1 ems
pow [
Rpphcotion Yeor 2026 (1 member) e
Joha Digby Apphcation Stk Reporta Change. N i
Mousehold Cose 10 PATIO0003538 Eigbisy Statss Egible No Dentol XLS (Microsoft Excel)
PS— Woed Coden O o
Y o lo lomer
= & . information. You must agree that you will follow
Pennie's privacy and security standards fo continue.
4 ' ogree
P [ e
Cancel

pennie
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2.7 My Information Tab

Under the My Information tab, you can view and/or update your contact information, how the information on
your account appears to customers, and confirm your certification status:

Home @& Individuals - My Information ~
Dashboard Agentlnformetion
Profile
Certification Status
Quick Links  Dthboa
O Pending Individuals
& My Profile 0
Total Enrollments in 2026
& My Delogation History
pennie
2.8 Agent Information
To view and/or update the information on Mome . indviduns - My narmation -
your account, select Agent Information: Frank Langdon
“— =
Agent Infeemation.
- S v
Rkttt o i
My Tickats. Ageet NN TIIIS
i it s ponstan

Prienary phone mumber (412)393-3333
Preterred Method of Communcation mall
P
Foderod Employer Merthcasion Mamber (6) «
Coptive Agert W

Busness Addross 320 € North Ave
Petbergh, PA 18212

S o1 businens oddrens v
Corrmmpendunce Address 320 € Werth Ave
Pimbergh, PA 182

pennie
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2.9 My Profile

To view and/or update how the information on your account appears to customers when searching for a broker,
click on My Profile:

Home % Individuals * My Information *

Frank Langdon

s OO

pennie

2.10 My Tickets

You are able to access your My Tickets page either from the My Profile page, or by clicking on My Tickets under
the Quick Linkson the Dashboard.

© Ponding Indiduals

& MyProfie

B My Delegation History Employer Plon,
| My Tickets igbiny for

TIC-100722 Verify Change to Rescved o/2412028 w08

with Gain in
Eigey for
Financiol Help

pennie
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2.11 Certification Status

Certification Status

After completing this training, please
allow up to 10-14 business days for your
Certification Renewal Date to be
updated on your account.

Pennie performs checks on the
information entered against trusted
sources to verify its accuracy. If any
piece of information does not match
your PID-issued license exactly, we
will be unable to certify your account.

Home ##  Individuals ~
Frank Langdon

Steps
Agent Information
Profile
My Tickots

Certification Status

To confirm the certification status of your account, select Certification Status:

My Information =

Certification Status

Agent Number 2000001224
Application Submission Date_08-12-2026
Cortification Status Certified
Cortification Number 5000001160
Cortification Date 08-12-2026

Renewol Date 12-31-2027

pennie

3. Search for Existing/Add New Consumers

3.1 Search for Existing/Add New Consumers

Search for Existing/Add New
Consumers

pennie
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3.2 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers .

To add a new customer, click on the Search Existing Consumers link under the Quick Links section of the
Dashboard

Home #8  Indiiducis * My Infsrmation *

This feature still allows brokers to create a new

Dashboard
household on behalf of a customer if one doesn't
currently exist, but requires you to first search the S G
system for an existing household record prior to :::_w
creating a new one. This helps prevent creation of T TR b
duplicate households. sy ke

If no customer record exists, you will be prompted m
to create a new record and appoint yourself as

No new enroliments during this period

their Agent of Record at the same time.

penni¢

3.3 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers .

On the first page of the search tool, you will enter the customer's name and date of birth. You will then select
the corresponding type of documentation which you have been provided by the customer allowing you to
verify their identify:

P Scarch For Existing Consumer
After the document number is added,

specify if the customer provided the

. . O search, and that 1o verify the
documentation in person or over the consumer's detity is correct 10 the best of my knowledge. *
phone:
Ploase fill in ol of the fields below 1o verify the consumer’s identity.
First Nome * Last Nome * Date of Birth *
MM/DO/YYYY
Document Type * Document Number * Method *

S a— O

pennie
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3.4 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers

On the next page, you will be asked to enter the customer's Social Security Number if it wasn't provided on the
first page (the DOB will pre-populate regardless):

Fetch Existing Consumer

Search by SSN
Social Socurity Number * Date of Birth*
oo 6789 01/01/1986

Note: The search tool will only work for customers with an SSN. For those without an SSN, you must call Pennie
Customer Service with the customer on the line.

penni¢

3.5 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers @@

If the customer record is found, you can select the If no customer is found, you will be prompted to
; B 1 begin a new application:

account, then trigger a One-time Passcode (OTP) that is

immediately sent to the customer:

Fetch Existing Consumer

SockalSacurty Mamber Oute of e

.. 6708 cuoviss

pennie

Published by Articulate® Storyline www.articulate.com



3.6 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers .

Once the One-time Passcode (OTP) is triggered, the code is immediately sent to the customer. The customer
will need to provide you with the passcode before you are able to appoint yourself as their Agent of Record:

John Digby
poe 01/01/1986
Address 123 Main St, Pittsburgh, PA 15215
Phone 4121119999

A passcode will be sent to the customer.
Email digby@yopmail.com Passcode verification is required before
you can add the customer to your book of

SSN XXX-XX-6789 5
business.

-~
Cancel Send Passcode i}

penni¢

3.7 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers .

Depending on the customer's communication preferences and how they have indicated they would like receive
important alerts, the system will:

* Send the OTP to the cell phone number associated with their account via text message
* Call the phone number associated with their account to verify the OTP
* Send the OTP to the email address associated with their account

Verify email E] Verify Phone Number @

A passcode has been sent 1o (412) M-9999. Enter the passcode into field below 1o update the phone
number.

A passcode has been sent to digby@yopmail.com. Enter the passcode into field below to update the

email address.
Enter passcode

Entor passcodo m

Didn't recoive your verification passcode?
Resond by text message

Didn't receive your verification passcode? Resend
Resond by outomated phone coll

Cancel Cancel
. v

pennie
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3.8 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers .

After successfully verifying the OTP, simply confirm that you would like to add the customer to your Book of
Business:

Arw you vere? x Success x

¥you ek "Yon®

penni¢

3.9 Pending Delegation Requests

Pending Delegation Requests

Customers can initiate delegation requests as well. This can be done through the Customer “Get Free Help”
Search. By navigating to the Pending Delegation Request page under the Individuals tab, you can view
delegation requests you've received and are awaiting your acceptance (or denial):

Pending Individuals 1 customer

Refine Results By (Reset all) Name ¢ Family Size ¢ Request Sent ¢ °
First Nomo John Digby 1 08/06/2026
Accopt
Decline
Last Namo

pennie
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3.10 Avoiding Duplicate Enrollments

=

Avoiding Duplicate Enroliments

Most customers should only have one household account in the Pennie system.

When a customer has more than one household record, it can cause unexpected outcomes resulting in

confusion, poor customer service, customer frustration, and delays.

Most duplicate household accounts are created when assisters or brokers add a new household for a customer

when the client already had an existing household on Pennie.
When working with a new client, be sure to ask them if they:
* Ever had - or applied for - coverage through Pennie

* Had coverage through HealthCare.gov in 2020

* If so, they likely already have an existing household account on Pennie

penni¢

4. Account & Book of Business Transfers

4.1 Account & Book of Business Transfers

Account & Book of Business
Transfers

pennie
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4.2 Overview

Overview

It is commmon for Pennie-certified Brokers to change agencies. This can be for a number of reasons, some of

which are listed below:

* Going from one brokerage to another

* Going from a brokerage to self-employment (or vice versa)

* Going from an insurer to a brokerage or self-employment (or vice versa)

When changing agencies, you must inform Pennie as soon as possible.

Brokers are not able to transfer their own account to another agency - it must be done
by a Pennie administrator. Simply changing the name of the agency in the Business
Name field of your account does not transfer your account to a new agency.

pennie

4.3 Changing Agencies: Existing Accounts

Changing Agencies: Existing Accounts

If you already have a broker account and will be moving to a new agency, you will need to request an account
transfer by completing and attaching the Pennie Broker and Book of Business Transfer Request Form to a
ticket submitted from your current account, or by emailing the form to brokers@pennie.com.

AboutUs = OurPricrities = Poriners Vet Pennie

pennie =

Customer Resources

Partner Resources U

penni¢
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4.4 Broker and Book of Business Transfer Request Form

Broker and Book of Business Transfer Request Form ié

-/

A

[

e

[Jeme

Section 1: Broker Information (required):

-4

Frst Nawme:
Last Nome:

Tiwrss No,

Comtact Teleobene:
non:

a

o
Buskar Sgnatame X

Seclion 2: Current Pennie + oqui

Agency Name:
Agercy Cantiact

Contact Frmal

Agercy FURE,
Contat Tolophive:

Avecy. hexranmy

Auhorived Representative’s Sigraturs: X,

Section 3: New Peanie Agency (required]:

Agency Name:
Agercy Comtact

Contact Frmual

Agercy FINE
Contact Tologhirw:

Ay
Ponne fgey Ay,

Asthortzed Representatho’s Signatars: X

pennie

4.5 Starting a New Agency

Starting a New Agency

If you already have a broker account and will be creating your own agency and/or going self-employed, you will
need to create a new agency and agency manager account by following the path below:

Get Certified
2027 Broker Contification Training is coming sosa!
10 learn haw 10 bacome o icented broker with Pennsyharia,

W 1 vwew mutonc pa goviticenseas/Poges

pe“ lliQ New Customers ~ Current
Do you already have a Pennie account? *
I need to create an account and: *
f
e J
|
pennie
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4.6 Starting a New Agency

Starting a New Agency

. . . : . New Ageney Manager Account Set-Up
For simplicity, Pennie combines the creation of the agency

account with the creation of the agency manager account. A8 5 o b i s () 0 et
Basic Information
After completing your new profile, a system notification will Fraoma *
inform you of the Pennie review and approval process. oo *
P

Contiem Emad Addeess *
Phane Mumber * ©
Security Question

Securtty Questicn * | Select v

Sacurity Arawer
C ions! You have fully your lication for
Agency and Agency P i E will review your Sot Password
opplication for certifying your Agency and Agent account. i
Contrm Poseword *

{9 | S

Camcel

pennie

4.7 Important Reminders

g If you are the designated agency manager for your current agency and you are moving to another

Important Reminders

agency, you must designate another agent as the new agency manager prior to submitting the
account transfer request.

If you are self-employed or are the only active agent of the agency, Pennie will decertify the current
agency upon completion of the transfer.

Agency managers: if an agent is leaving your agency and they have active designations that will

A remain property of your agency, it is your responsibility to transfer those delegations to yourself or
another agent priorto the agent account transfer. If not, those delegations will be lost.

pennie
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5. Customer “Get Free Help” Search

5.1 Customer “Get Free Help” Search

-

Customer “Get Free Help” Search

pennie

5.2 Customer “Get Free Help” Search

Customer “Get Free Help” Search

-

Both current and potential customers can search and connect with a Pennie-certified Assister or Broker for

assistance.

From the Pennie homepage, users can click on Get Free Help. They will then be directed to the Connect with

Pennie page, where they can click on Find Local Help:

PRIMIQ vy oo s hest e Wom-  Shepe  Swppenr-

You’re Worth
Protecting.

Opan (rcliment hos ended ot Parrie, DA ot

PROMIQ oy o e s e Bps Sepnn o ced

Connect with Pennie

p

o gt o

C @ = ©

Call Us ChatWithUs  Message Us Local Help

pennie
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5.3 Customer “Get Free Help” Search

Customer “Get Free Help” Search

Users will then be prompted to choose whether to
search for an assister or broker:

Note: The search results are not combined, so the

assister search will only return assisters, and vice versa.

Both search tools have a Search by Location option;

the Assister search also includes an Organization
Name search, while the Broker search includes a

Find a Pennic-Certified

Search by Name:

Search By Organization Nome
Organization Nome.

=

Find a Pennic-Certified
Broker

Search by Nome

First Nome

Lost Nome.

penni¢

5.4 Customer “Get Free Help” Search

Customer “Get Free Help” Search

To the right is an example search result - note how
your information is displayed to customers:

Below is the expanded information for the selected
assister or broker:

make changes on yoer behalt

!ﬁ Jake Broker

934 N 2nd S, Harrisburg, PA 17102

The Nations

* Harrisburg - WarM

[P 'u(mzntsm«
Proter@yopmailcom oo
boyburg "
Product ; 73 +
Lonquoges Spoben %
Stose Uicanse Number 124120412 L noe
Chonts Served Incinicuols / ." K
Fombies gy 3

30 Agents found 1702
Name Comtact Info
Jake's Agency LLP
914N 2nd St
Harrisburg, PA
Joko Broker b
814-460-1286
Jake's Agency LLP
514N 2nd St
Joko Harrisburg, PA
Agencymanager 17102
814:460-1206
Jake's Agency LLP
914N 2nd St
Tost Broker Harrisburg, PA
702
814-460-1286
101 Main St
isburg, PA
somple agent oy
e con earm

MHoalth, Dental,
Vision, Life,

Componsation,

Once a customer chooses the assister or broker they
would like to work with, they can click on the Select

Agent button to send a connection request.

penni¢
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5.5 Customer “Get Free Help” Search

Customer “Get Free Help” Search @-

The final step in the process is for the customer to agree to appoint the agent as the Authorized Contact or
Agent of Record on their account:

Agont to be Designated: Jake Broker

21 is Agent permission to access,
on. |, further issi Ag
including signing the application on my behalf.

Broker

=3 ! for this Agent or Broker at any time theough my
account dashboard of by contacting Pennie Customer Service at 844-844-8040 or TTY 711,

1 grant permission to the Agent or Broker to enter payment information on my behalf. | understand
that the form i ged

Signature

Applicant Name  Testuser Two

Applicant E-Signature + | Testuses Two
Type your Al mame hare as your electronc sgnature

ocuysOoce SN (NN N

penni¢

6. Troubleshooting Account Issues

6.1 Troubleshooting Account Issues

‘ Troubleshooting Account Issues

pennie
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6.2 Resetting Passwords

Resetting Passwords

To change your login password - or if you have forgotten it — simply click on the Forgot password? link under
the Login button when trying to sign in to your account:

Login
Email Address

Password

Remember Me

i Forgot password? I ——

Ready fo get covered? Sign-up now

pennie

6.3 Multi-factor Authentication (MFA)

Multi-factor Authentication (MFA)

Multi-factor authentication (MFA) is a way to further secure access to sensitive data by requiring an additional
verification method to access an account. Even if a user’s password is compromised, the bad actor will still be
unable to access the account without access to the additional verification method.

In mid-2026, Pennie transitioned from Duo to Keycloak as the MFA provider. Keycloak utilizes time-out one-time
passcode (TOTP) for verification. TOTP is an MFA method where a registered app or device generates a 6-digit
code that changes every 30 seconds. After entering their username and password, the user must enter the

current code to complete login.

Users may use any standard TOTP-compatible application, including:

* Google Authenticator - Apple Password Manager

* Microsoft Authenticator + Other standard TOTP-compatible apps

* Duo (in OTP mode) * Browser-based authenticator extensions may also

+ EreeOTP work, such as Authenticator.cc for Chrome, Edge,
and Firefox
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6.4 MFA First-time Setup: Mobile App Option

1.

Login
Email Address

Password

Remember Me
Forgot password?

option.

MFA First-time Setup: Mobile App Option

To set up your new MFA method, log in with your username and password as you would normally:

You will be prompted to set up multi-factor authentication. Select the Use an authenticator mobile app

pennie

6.5 MFA First-time Setup: Mobile App Option

2.

app store.

This should automatically open your phone's camera

= Authenticator Q +

Authenticator

Verified IDs

(Microsoft Authenticator)

MFA First-time Setup: Mobile App Option

If you don't have one already, you will need to download a mobile authentication program from your phone’s
3. Once downloaded, open the app. /n the app, select Scan QR Code

Depending on the app, this may a button with a QR code icon, an option titled “Add Account,” or
something similar

Google Authenticator

Search.

Entor 3 setup koy
—ﬁ Scan a QR code

—

[-'rjaa

{Google Authenticator) pennie
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6.6 MFA First-time Setup: Mobile App Option

MFA First-time Setup: Mobile App Option

Mobile authenticator
4. Once the camera has opened, scan the QR code on the setup

computer screen with your camera
You meed 1 369 Mokl Auherkat
actvate your account.

* A new account will be added to your authenticator app

el one ofthe following appcations on your
] ) ! S i moble
and immediately begin providing 6-digit codes « FreeoT?
« Mirosoft Authentcator
+ Google Authensicator

5. Enter the code shown into the One-time code field on the
setup screen, then click Submit

2 Open the application and scan the barcode:

Note: There is a timeout of 5 minutes once you get to Step 3. If

you don't complete Step 5 in that time, you will be asked to

Enter the coe-time code provided by the
3ppiication and click SUBMIL to firish the setup.

login again.

Provise a Device Name o help you manage your
TP devices.

l One-time code * I

Device Name

TN

pennie

6.7 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option
If you are unable to use a mobile phone for authentication, you can opt to use a web browser extension.

Login
Email Address

Password

Remember Me

Forgot password?

1. As with the mobile app option, log in with your username and password, then select the Use an
authenticator mobile app option.

pennie
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6.8 MIFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

2. With the TOTP setup screen up, open a new browser tab and go to authenticator.cc

' O 8 repssmhentcatonsc

Authenticator
Two-factor authentication in your browser

m! SourceCode

Add to Chrome

Add to Edge

Select the option that corresponds with your browser

pennie

6.9 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

3. Return to the Mobile authenticator
setup tab i Sgpen -

Mobile authenticator
setup

4. Open the newly-downloaded browser
extension by clicking on the puzzle icon,
then the QR scan icon

* This will activate the QR code
scanning feature within your browser

pennie
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6.10 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

5. From here, click and drag your mouse cursor over the

S

Mobile authenticator
setup

entire QR code on the Mobile authenticator setup

screen

Drag cursor to
cover entire
QR code.

pennie

6.11 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

. If scanned successfully, you'll see a
confirmation screen that the
username has been successfully
added. Click “OK" to close window.

. Reopen the browser extension by
clicking on the puzzle icon. You
should now see a 6-digit TOTP code.

* Click on the code to copy if to your
clipboard.

8. Click on the One-time code box and
paste the code.

. Click Submit

Mobile authenticator
setup

@ "0 e 0 5t p M Autnescatar o
actheate your account.

1 bt one of the followng appacatons o6 your

3 Enter the one-time code provided by the
2ppication and ik SubMR 10 fish the setup.
Provide a Device Name 1 heip you manage your
TP devices.

coser

ime
Paste code here

Oevice Name

vt ong v com.

9913751-@
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6.12 Account Access Issues

Account Access Issues

In the system, anytime a new account is created, a new user account is also generated. The "name" of the user
account is the email address that the new account was created with.

If you change the email address on file for your Assister account, the email ("name") associated with your
user account does not change automatically.

For example, if an Entity Manager creates a new Assister account on their behalf, but mistakenly enters their
email address as "Jef@agencyname.com" instead of "Jeff@agencyname.com," the user account generated will
use the first email of "Jef@agencyname.com." Even if the Assister corrects the address on their account after
claiming it, the user account will retain the incorrect address.

This discrepancy between email addresses can lead to confusion between Assisters, Entity Managers, and
Pennie Customer Service Representatives should either the assister or user account become locked, go
dormant, or need a password update.
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6.13 Account Access Issues

Account Access Issues

While Pennie Customer Service Representatives are trained to check the user account when encountering
account access issues, it is good practice to document the original email the account was created with, as
that should also be the email of the user account. Should you need to change the email on your assister
account in the future, please call the Pennie Customer Service Broker & Assister Line (844-844-4440) to
ensure the user account email is also updated to match.

This will help avoid access issues down the road, as account activation links and password reset emails are sent
to the user account email address, not the assister account address.
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7. End Slide
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